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1. Welcome to Telecom NMS 
 

Welcome to Telecom NMS! You have chosen an easy-to-use software product that comes 
with a powerful set of features to monitor your entire network. 

1.1. Why network monitoring is important 
Today, nearly every business relies on a computer and network infrastructure for internet, 

internal management, telephone, and email. A complex set of servers and network equipment is 
required to ensure that business data flows seamlessly between employees, offices, and customers. 
The economic success of an organization is tightly connected to a hitch-free flow of data.  

That's why your computer network has to work successfully: reliability, speed, and efficiency 
are crucial. But, like all other technical objects, network devices may fail from time to time - 
potentially causing trouble and loss of sales, no matter what migration efforts have been made up-
front. So network administrators need to take three key steps to maintain network uptime, 
reliability, and speed: 

 

 Set up a well-planned network with reliable components. 

 Create recovery plans for the event of device failure. 

 Monitor the network to get informed about failures when they build up or actually 
happen. 

Telecom NMS, the software described in this document, is a complete solution for 
monitoring small, medium, and large networks. 

1.2. Key features 
Telecom NMS follows and analyzes your network and requires no third-party software. It's 

quick to download and install and Telecom NMS will be up and running in a just a few minutes. 

1.3. Telecom NMS network monitoring 
Telecom NMS is a powerful network monitoring application for Windows-based systems. It is 

suitable for small, medium, and large networks and capable of LAN, WAN, WLAN, and VPN 

monitoring. You can also monitor physical or virtual web, mail, and file servers, Linux systems, 

Windows clients, routers, and many more. The software is easy to set up and use and monitors a 

network using Simple Network Management Protocol (SNMP), Windows Management 

Instrumentation (WMI), packet sniffer, Cisco NetFlow (as well as IPFIX, sFlow, and jFlow), and many 

other industry standard protocols. It runs on a Windows-based machine in your network for 24 hours 

every day. Telecom NMS constantly records the network usage parameters and the availability of 

network systems.  

1.4. Telecom NMS  system requirements for core server 
To install a Telecom NMS on a server and work with it, you need to meet the following requirements: 

 A current PC or server with at least a dual core CPU and a minimum of 2048 MB RAM 

memory is sufficient for the Telecom NMS. 

 We recommend that you use the operating system Microsoft Windows Server 2012 R2 for 

best performance. 

 A web browser to access the web interface. The following browsers are officially supported: 

 Google Chrome 63 or later (recommended) 

 Mozilla Firefox 56 or later 

 Microsoft Internet Explorer 11 
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 Telecom NMS does not require any hardware but at least one remote probe installation is 

necessary to monitor your local network when using 

 Telecom NMS is hosted by Kvarta 

1.5. Telecom NMS system requirements for remote probes 

 Hardware 

A current PC or server with at least a dual core CPU and a minimum of 2048 MB RAM 

memory is sufficient for remote probes. 

 Operat ing system 

We recommend that you use the operating system Microsoft Windows Server 2012 R2 for 

best performance. Microsoft Windows 10 and Windows Server 2016 are also good options 

for remote probes 

 Stable network connect ion 

Remote probes require a stable network connection between the Telecom NMS server and 

the remote probe 

1.6. What is Telecom NMS for? 

 Monitoring and alerting you to up and downtimes or slow servers 

 System health monitoring of your various hardware devices 

 Network device monitoring, bandwidth accounting 

 Application monitoring 

 Monitoring virtual servers 

 Service Level Agreement (SLA) monitoring 

 System usage monitoring (for example, CPU loads, free memory, free disk space) 

 Database performance and table values monitoring 

 Email server monitoring and reviewing various backup solutions 

 Monitoring your network's physical environment 

 Classifying network traffic by source or destination, as well as content 

 Discovering unusual, suspicious, or malicious activity with devices or users 

 Measuring Quality of Service (QoS) and Voice over IP (VoIP) parameters 

 Cloud monitoring services 

 Discovering and evaluating network devices 

 Collecting system information for various hardware types 

 Finding unexpected relationships between your network components to detect potential 

 security issues and assessing the real usage of your network and hardware 

 Fail-safe monitoring using a failover cluster setup 
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2. Installation 

2.1. Download Telecom NMS 
 You can find the installer for Telecom NMS on our website https://www.kvarta.net. There 
you can also view a live demo of the software. 
 

 

2.2. Install Telecom NMS 
 

By starting Telecom NMS setup wizard you will see the installation guide. Select next for 

continuing with the installation. 
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Throughout the installation the user will be asked where Telecom NMS should be installed 

 

After setting up the installation directory the setup wizard is ready to begin the 

Telecom NMS installation. 
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Once the installation is complete you will receive the following message. Make sure you 

have the “Launch Telecom NMS “checkbox active when you press Finish. 

 

Note: Installing Telecom NMS probe has identical steps. 

2.3. Uninstall Telecom NMS 
 
Use the Windows uninstaller routines to remove Telecom NMS software from your system. 

From the Windows start menu, run Control Panel select “Uninstall a program “from the programs 
Menu. Locate Telecom NMS and continue with the removal. The following window will be shown if 
you are sure you want to remove Telecom NMS. 
 

 
 
Wait while the software is being removed. 
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3. Service configuration 
The Telecom NMS Administration menu should appear having the two sub menus – Core Service 

and Core Server Settings. The user can manually start or stop the core server from the Core Service, 

while on the settings tab configuration on which port Telecom NMS should be accessed and also 

configuring the desired web server Address. By default the address is set to “localhost” Once the 

settings are complete press the Save button for the changes to take effect and click on “OPEN 

Telecom NMS “to go to the application using the default system browser. 

  

In the probe configuration the service setting is exactly the same as with the core servires however in 

the probe tab the menus are a bit different. The user must specify the URL of the Core Server, the ID 

of the probe he wants to monitor and also a username and password which are created in the core. 
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4. Login 
Now that we have opened Telecom NMS the administrator should see the following screen. 

By default the username and password are both set to “admin”. Enter your credentials and click 

Login  

 

5. View all sensors on a map 
This is possible by selecting “Map” from the navigation menu 
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6. Settings 

6.1. Users 
New users can be added from Settings -> Users 

 

 

6.2. User Groups 
New users can be added from Settings -> Users 

 

 

6.3. Notifications 
They can be viewed from Settings -> Notifications 

 

6.4. Probes 
In the probes menu all probes can be viewed as well adding new ones 

 

6.5. Logins 
List of all users that accessed Telecom NMS 
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6.6. Theme 
Care for your eyes by choosing between light or dark theme by clicking on the tint icon! 

 

7. Add Device 
Easily add new devices from Monitoring -> Add Device 

 
 

7.1. Device Settings 
When the user opens a device he can configure it from Menu -> Device settings 
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8. Sensors 
All sensors of a device are shown when he user opens up a device and their measurements are 

shown in a user friendly charts. 

 

 

When you view sensor lists, you can only show the sensors‘s details of one device at once 
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8.1. Sensor parameters 
User can also view just the parameter he is interested in 

 

 
 

8.2. Data Reporting 
With Reports you can analyze and review monitoring data for specific time spans. There are 

several ways to create data reports in Telecom NMS for your individual needs. 
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8.2.1. View Historic Data 

To get a report for a single sensor, there is a function included to review historic data in 
Telecom NMS. It allows you to generate reports and charts for a single sensor's data. See the Historic 
Data Reports section for more information. 

8.2.2. Generate Reports 

You can use the sophisticated reports machine included in Telecom NMS to create 
comprehensive and detailed reports for all monitoring data. See the Reports section for more 
information. 

8.2.3. Logs 

Logs show all past activities and events of your Telecom NMS monitoring configuration. This 
is useful for researching past user activities, system events, and, for example, to check whether 
messages were sent. In a typical setup, a huge amount of log data is produced. Because the activity 
of every single object is recorded, you can use this information to check if your setup works exactly 
as desired. 

8.3. Add sensor 
The Add Sensor dialog appears when you manually select Menu -> Add sensor to a device. It only 

shows the setting fields that are required for creating the sensor. Therefore, you will not see all 
setting fields in this dialog. You can change (nearly) all settings in the sensor's Settings tab later. 

 

 

8.4. Sensor Credentials 

  8.4.1. Credentials for Ping settings 

The Ping sensor sends an Internet Control Message Protocol (ICMP) echo request ("Ping") from the 
computer running the probe to the device it is created on to monitor the availability of a device.  

 Ping time 

 Minimum Ping time when using more than one Ping per interval 

 Maximum Ping time when using more than one Ping per interval 

 Roundtrip time when using more than one Ping per interval 

 Packet loss in percent when using more than one Ping per interval 
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7.4.2. Credentials for SNMP Table 

The Simple Network Management Protocol (SNMP) is easy to use and generally requires little 
configuration once it is set up. Many network devices support it and many parameters can be 
monitored with it. Make sure that each device you want to monitor supports SNMP, and that it is 
enabled. You can find out whether SNMP is supported by a device by either going to the vendor’s 
website or check that it is enabled in the configuration of the device. 

 

 

7.4.3. Credentials for SNMP OIDs 

It has the same credentials as the SNMP table, however on the next step the user sets the OID and 

the OID’s type. 
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8.4.4. Credentials for Performance Counters 

Besides sensor types that can monitor Windows systems only via WMI, Telecom NMS provides 
sensor types that can use a hybrid approach. If you choose the hybrid approach, these sensors will 
first try to query data via Windows Performance Counters using Remote Registry Service. These 
Windows sensors use WMI as a fallback if Performance Counters are not available or cannot be read 
out. Monitoring the Performance can be achieved by simply providing Windows Credentials and after 
that adding a category name. 

 

 

8.4.5. Credentials for HTTP 

The Hypertext Transfer Protocol (HTTP) is a standard application layer protocol and the basis for data 
communication in the internet. HTTP is a request-response method for client-server architectures, 
where the client sends a request and the server processes and responds to the request. 
Monitoring via HTTP is useful if you want to monitor websites or web servers. It enables you to keep 
an eye on the availability and download times of a website or the performance statistics of a web 
server. There are also a lot of other possible use cases for HTTP sensors. For example, you can 
request any Application Programming Interface (API) that is reachable via HTTP and monitor 
returned values. This approach makes it possible to include almost any type of device or application 
into your monitoring. 
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8.4.6. Credentials for FTP 

The FTP sensor monitors file servers using File Transfer Protocol (FTP) and FTP over SSL (FTPS). 
It can show the following: 

 Response time of the server 

 Response message of the server  
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8.4.7. Credentials for SNTP 

The SNTP sensor monitors a Simple Network Time Protocol (SNTP) server. 
It shows the following: 

 Response time of the server 

 Time difference in comparison to the local system time 
The sensor tries to get a valid timestamp from the server up to three times per scan until it reports 
an error. 
 

 

8.4.8. Credentials for DNS 

The DNS sensor monitors a Domain Name Service (DNS) server. It resolves a domain name and 
compares it to a given IP address. 

 The sensor shows the response time of the DNS server. 

 It will show a Down status if the DNS server does not resolve a given domain name correctly. 
 
The configuration for the DNS server is setting up a domain and setting the threshold parameters. 
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8.4.9. Credentials for SMTP 

The SMTP sensor monitors a mail server using Simple Mail Transfer Protocol (SMTP) and can 
optionally send a test email with every check. 

 It shows the response time of the server. 

 The user must set the following profiles for the SMTP sensor   

 It shows the response time of the server. 

 

8.4.10. Credentials for SNMP Traps 

For the configuration of the SNMP Trap sensor it is necessary to setup the required port, filters the 

thresholds   
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Here we can see the table containing the states, dates and other parameters as well settings how 

many traps we want to be displayed on each page.  

 

8.4.11. Credentials for Resource Monitor 

Providing Credentials for this sensor the user can choose which processes he wants to be monitored 

from the list below. 

 

8.4.12. Credentials for Windows process 

The Windows Process sensor monitors a Windows process using Windows Management 
Instrumentation (WMI) or Windows Performance Counters, as configured in the "Windows 
Compatibility Options" of the parent device. The following parameters are needed: 
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8.4.13. Credentials for RDP 

For RDP the user must setup a port and the default threshold limits. Enter the username for 

Windows access. Usually, you will use credentials with administrator privileges. Enter the password 

for Windows access. Usually, you will use credentials with administrator privileges. 

 

8.4.14. Credentials for Port 

The Port sensor monitors a network service by connecting to its port. It tries to connect to the 
specified TCP/IP port number of a device and waits for the request to be accepted. Depending on 
your settings, it can alert you either when the monitored port is open, or when it is closed. Write the 
desired port you want to be monitored and set his thresholds. 

 

8.4.15. Credentials for WMI Free Disk Space 

The WMI Free Disk Space (Multi Disk) sensor monitors the free disk space of one or multiple 
drive(s) using Windows Management Instrumentation (WMI). It shows the following: 

 Free disk space in percent and bytes for each disk 

 Disk space of a system in total 
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8.5. Delete sensor 
Deleting a sensor is possible by selecting the desired sensor and press “Delete sensor “button located 

in the top right corner. You will be asked if you are sure you want to delete the selected sensor. 

 

 
 

 

 

 

9. Contact us for support 
For technical issues please send us an email to support@kvarta.net. We offer our support from our 
office in Bulgaria working closely with our development department to guarantee the most 
constructive assistance. Please write us your email in English language. Our technical support staff 
will try to answer in a timely manner, but please note that it may take between 1 and 3 working days.  
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